Richuel Privacy Policy

Last Updated: January 5, 2026

Privacy in Plain Language (FAQ)

Here’s a simple breakdown of how Richuel protects your privacy and handles your data.

What info does Richuel collect?

e What you share: Name, email, household/career/financial details (income, expenses,
goals), payment info (via processors).

e Automatically: Device info, IP address, usage (pages viewed, time spent), cookies for
personalization/security.

e From others: Login providers or public sources (rarely).

How does Richuel use it?
e Deliver planning tools/scenarios, manage accounts, send updates/support.
e Improve features, prevent fraud, comply with laws.

e Marketing (opt out anytime).

Who does Richuel share it with?

e Service providers (hosting, payments, analytics)—they’re contractually bound to
protect it.

e Vetted partners (e.g., CFPs)—only with your explicit consent for referrals. We select
based on experience/feedback.
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o Affiliates, legal authorities (if required), or in business sales.

e No selling your data.

Can | control my data?
e Update/delete via account or email privacy@richuel.com.
e Opt out of marketing/cookies via links/settings.

e CCPA/California: Opt out of "sharing," access/delete rights.

How secure is it?
Richuel implements industry-leading technical, administrative, and physical safeguards to
protect your data from unauthorized access, use, or disclosure. We use encryption, access

controls, regular security audits, and continuous monitoring. In the unlikely event of a breach,
we will notify affected users promptly as required by law.

Questions?

privacy@richuel.com or team@richuel.com.

Detailed Privacy Policy

At Richuel, privacy and security are core to how the Services are designed and delivered. This
detailed Privacy Policy explains how we collect, use, share, and protect your information when
you use our website, apps, and related services, and what choices and rights you have.

By accessing or using the Services, you agree to this Privacy Policy and our Terms of Service. If
you do not agree, please do not use the Services.

1. Who We Are and Scope

¢ "Richuel," "we," "us," or "our" means Richuel, Inc. and its applicable affiliates.
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e "Website" means any publicly accessible site we operate, including
**www.richuel.com**.[1]

e "Services" means our software-as-a-service financial planning platform, web and mobile
applications, conversational tools, APls, and any other products or services provided by
Richuel.

This Privacy Policy applies to information we collect:

e Through the Website and Services
e |n email, text, chat, and other electronic messages between you and Richuel

e When you interact with our content, events, or marketing

It does not apply to:

e Third-party websites, apps, or services that are not under our control

e Third-party providers (such as Certified Financial Planner™ professionals or other
partners) acting under their own privacy policies

2. Information We Collect
Richuel collects information to provide, improve, secure, and personalize the Services. We

collect information in three main ways: (A) information you provide, (B) information collected
automatically, and (C) information from other sources.

A. Information You Provide to Us

Depending on how you use the Services, you may provide:

e Account Information

o Name, email address, password, date of birth, and other details used to create
and manage your account.

e Profile and Household Information

o Information about your household, career, income, expenses, assets, liabilities,
goals, and financial or life scenarios you choose to discuss or enter into the
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Services.
e Communications with Richuel

o Information you provide when you contact us, including email, in-app messages,
or forms (e.g., name, email, phone number, and the content of your messages).

e Payment Information

o When you subscribe to a paid plan or make a purchase, we may receive limited
billing details such as your name, billing address, and transaction information.

o Payments are processed by third-party payment processors, and Richuel does
not store or directly handle full payment card numbers.

e Surveys, Feedback, and Research

o Responses and related information if you participate in surveys, research,
interviews, or beta programs.

e Events and Promotions
o Information you provide when you register for webinars, events, or promotional
campaigns (such as name, email, organization, and any other details you choose
to share).
e Interactive Features and Public Content
o Content you choose to post in public or semi-public areas (for example, public
chats, community forums, or social media pages). Public content may be visible
to others and is not protected by this Privacy Policy.
e Job Applications
o If you apply for a role at Richuel, we collect the information you submit (such as

résumé/CV, contact details, and any additional materials) to evaluate and
process your application.

B. Information We Collect Automatically

When you use the Website or Services, certain information is collected automatically to help
operate, secure, and improve the experience. This may include:
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e Usage and Device Information
o IP address and approximate location derived from it
o Device type, operating system, browser type, language, and settings
o Unique identifiers (e.g., cookie IDs, mobile advertising IDs, device IDs)
o Pages viewed, clicks, scrolling, time spent, and other interactions
o Referring and exit pages, and the sequence of pages you visit
o Frequency and duration of use across sessions and devices
e Cookies and Similar Technologies
o Cookies, pixel tags (web beacons), local storage, and other technologies to:
m Remember preferences and settings
m  Keep you signed in
m Understand usage patterns and performance
m Support security and fraud prevention
m Provide and measure marketing and analytics

o You can manage cookie preferences via your browser and, where available, via
our on-site cookie settings.

e Analytics and Measurement
o We use analytics providers and similar partners to understand usage,

performance, and engagement with the Services. These providers may use their
own technologies to collect information on our behalf.

C. Information from Other Sources

We may receive information about you from third parties, such as:

e Single sign-on or identity providers (e.g., if you log in with a third-party service)
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e Marketing, analytics, or referral partners

e Publicly available sources (e.g., professional profiles)

The information we receive depends on what those third parties are allowed to share based on
their policies and your settings.

3. How We Use Your Information

Richuel uses your information for the following purposes:

A. To Provide and Maintain the Services

e Create and manage your account

Deliver interactive financial planning tools, projections, and scenarios

Provide support, troubleshooting, and responses to your requests

Process payments and manage subscriptions through third-party processors

Verify your identity and maintain the security and integrity of the Services

B. To Improve, Personalize, and Develop the Services
e Analyze usage and performance to improve features and usability
e Personalize content, scenarios, or recommendations based on your inputs and usage
e Conduct research, testing, and development of new features and offerings

e Generate de-identified or aggregated insights for product and business analysis

C. To Communicate with You

e Send service-related notices (e.g., account changes, security alerts, and feature
updates)


https://www.richuel.com/
https://www.richuel.com/
https://www.richuel.com/
https://www.richuel.com/

e Respond to your questions, feedback, or support requests

e Provide onboarding, educational resources, and product guidance

D. For Marketing and Promotions (Where Permitted)

e Send emails, in-product messages, or notifications about new features, content, events,
or promotions related to Richuel or our partners, in accordance with applicable law

e Measure the effectiveness of marketing campaigns and communications

You can opt out of certain marketing communications at any time, as described in Section 7.

E. To Support Safety, Security, and Legal Obligations
e Monitor, prevent, and detect fraud, abuse, and security incidents
e Enforce our Terms of Service and other policies

e Comply with legal and regulatory obligations, and respond to lawful requests and legal
processes

e Protect the rights, property, and safety of Richuel, our users, and others

F. With Your Consent

We may use your information for additional purposes that we explain at the time of collection
and for which we obtain your consent, where required.

4. How We Share Your Information

Richuel does not sell your personal information in the common understanding of that term.
Where applicable laws define "sale" or "sharing" more broadly (for example, to include certain
analytics or advertising activities), additional information and choices are described in Section 9.

We share information with third parties in the following circumstances:

A. Service Providers
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We work with carefully selected service providers who perform services on our behalf, such as:

e Hosting and infrastructure

e Customer support and communications tools
e Payment processing

e Analytics, metrics, and error monitoring

e Security, fraud prevention, and threat detection

Marketing and email tools

These providers are allowed to access your information only as needed to perform services for
us and are required to protect it in a manner consistent with this Privacy Policy and applicable
law.

B. Vetted Advisors and Partner Providers

Richuel may introduce or refer you to third-party professionals and services ("Partner
Providers"), including:

e Certified Financial Planner™ professionals and other advisers who may be registered
investment advisers or associated with registered investment adviser firms

e Financial coaches, therapists, or other wellness professionals

e Financial institutions, platforms, and other financial or professional service providers

Richuel maintains a curated and vetted network of Partner Providers, using commercially
reasonable criteria such as:

e Professional experience, training, and credentials
e Regulatory or professional standing, where applicable
e Ongoing client and peer feedback

e Alignment with Richuel's standards for quality and user experience
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Richuel will only share your personal information with Partner Providers with your
explicit consent, such as when you request a referral, introduction, or scheduling
connection.

The information shared may include relevant details about your goals and situation (for
example, high-level financial information, life stage, or areas where you seek guidance)
to support a more effective engagement.

Once shared, your information will be handled by the Partner Provider according to their
own privacy notices and regulatory obligations, which may differ from ours. You should
review those policies before engaging.

Richuel may receive compensation or other benefits from Partner Providers in connection with
referrals or collaborations, and will disclose such relationships as required by law. You are
always free to choose whether to work with a Partner Provider, and any engagement is between
you and that provider.

C. Business Partners and Affiliates

We may share information with:

Affiliates that are owned or controlled by Richuel, or under common ownership, for
purposes consistent with this Policy

Business partners with whom we jointly offer content, events, or services, where you
have chosen to interact with or receive such offerings

Such parties must handle your information in a way that is at least as protective as this Privacy
Policy or under comparable safeguards.

D. Legal, Safety, and Compliance

We may disclose information if we believe it is reasonably necessary to:

Comply with applicable laws, regulations, legal processes, or lawful requests
Protect the rights, property, or safety of Richuel, our users, or others
Enforce our Terms of Service or other agreements

Detect, prevent, or address fraud, security, or technical issues
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E. Business Transfers
If Richuel is involved in a merger, acquisition, financing, reorganization, sale of assets,

bankruptcy, or similar transaction, your information may be transferred as part of that
transaction, subject to appropriate safeguards and any applicable legal requirements.

F. De-ldentified and Aggregated Information
We may use and share de-identified or aggregated information (which cannot reasonably be

used to identify you) for research, analytics, and other lawful purposes not limited by this
Privacy Policy.

5. International Data Transfers

Richuel is based in the United States and may process and store information in the U.S. and
other countries that may have different data protection laws than those in your jurisdiction.

Where required by law, we implement appropriate safeguards—such as contractual
protections—to help ensure that your information remains protected when it is transferred
across borders.

6. Data Retention

Richuel retains personal information for as long as necessary to:

e Provide and maintain the Services
e Comply with legal, regulatory, and accounting obligations
e Resolve disputes and enforce agreements

e Support legitimate business needs (such as security, fraud prevention, and analytics)

When information is no longer required for these purposes, we will delete, anonymize, or
otherwise handle it in accordance with applicable laws and our data retention policies.

7. Your Choices

Richuel aims to give you meaningful choices about your information. Your options may include:
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A. Account and Profile

e You may access and update certain account or profile information directly within the
Services.

e |f you wish to deactivate your account, you can contact us using the information in
Section 11.

B. Marketing Communications

e You may opt out of marketing emails by using the "unsubscribe" link included in those
messages.

e Even if you opt out of marketing, you may still receive transactional or service-related
messages (such as security alerts, account notices, or updates required by law).

C. Cookies and Tracking Technologies

e Most browsers allow you to control cookies, including blocking or deleting them; doing so
may affect functionality.

e Where provided, you can adjust your preferences via our cookie settings or cookie
banner.

D. Mobile and Device Settings
e You may disable push notifications or location access through your device or app

settings. This may limit certain features but will not prevent you from using the core
Services.

E. "Do Not Track™ and Global Privacy Controls

e Some browsers offer "Do Not Track" signals; our Services currently do not respond to all
such signals.

e \Where required by applicable law, Richuel honors legally recognized browser-based
opt-out signals, such as Global Privacy Control, in connection with certain data uses


https://www.richuel.com/
https://www.richuel.com/
https://www.richuel.com/
https://www.richuel.com/

(for example, targeted advertising).

8. Security

Richuel takes the protection of your personal information seriously and implements
industry-leading administrative, technical, and physical safeguards designed to protect your
data against unauthorized access, use, disclosure, alteration, or destruction. These measures
include:

e Data encryption in transit and at rest

e Strict access controls and multi-factor authentication

e Regular security audits, penetration testing, and vulnerability assessments
e Continuous monitoring and threat detection systems

e Employee training on data protection best practices

e Contracts requiring third-party service providers to meet our security standards

While we work tirelessly to protect your information, no method of transmission over the internet
or method of electronic storage can be guaranteed to be completely secure. You use the
Services and provide information at your own risk. In the event of a security incident that may
affect your personal information, Richuel will notify you promptly in accordance with applicable
laws and regulations.

9. Region-Specific Rights (Including California)
Depending on where you live, you may have additional rights regarding your personal

information under local laws (such as the California Consumer Privacy Act (CCPA), the
California Privacy Rights Act (CPRA), or other data protection laws).

A. California Residents

If you are a California resident, you may have rights to:

e Know the categories and specific pieces of personal information collected, used,
disclosed, or "sold"/"shared"
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e Delete certain personal information
e Correct inaccurate personal information

e Opt out of the "sale" or "sharing" of personal information for cross-context behavioral
advertising, as defined by California law

e Limit the use and disclosure of certain sensitive information, where applicable

e Not be discriminated against for exercising your privacy rights

Richuel may work with analytics and advertising partners that use cookies and similar
technologies which could be considered a "sale" or "sharing" under California law. You can:
e Use available cookie and tracking controls
e Click any "Do Not Sell or Share My Personal Information" link we provide, if applicable
e Contact us at privacy@richuel.com to exercise these rights

Additional details about categories of information, purposes, and disclosures can be mapped to
the sections above describing what we collect, how we use it, and how we share it.

B. Other Region-Specific Rights

If you are in a jurisdiction that grants you additional privacy rights (for example, certain access,
deletion, portability, or objection rights), you may exercise those rights by contacting us at
privacy@richuel.com. We will verify and respond to your request as required by applicable
law.

10. Children's Privacy

The Services are not directed to children, and Richuel does not knowingly collect personal
information from children where parental consent is required. If we learn that we have collected
such information without appropriate consent, we will take reasonable steps to delete it.

11. Third-Party Websites and Services

The Services may contain links to third-party websites, apps, or services, including those of
Partner Providers. Those third parties have their own privacy policies and practices, which may
differ from ours.
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Richuel is not responsible for the privacy or security practices of third-party sites or services.
You should review their policies before providing any information or using their services.

12. Changes to This Privacy Policy

Richuel may update this Privacy Policy from time to time. The "Last Updated" date at the top
indicates when changes were last made.

If we make material changes, we will provide notice as required by applicable law (for example,
by posting a notice on the Website, within the Services, or by email). Your continued use of the
Services after changes take effect indicates your acceptance of the updated Privacy Policy.

13. Contact Us

If you have questions, requests, or complaints about this Privacy Policy or our privacy practices,
you can contact us at:

e Email: privacy@richuel.com (for privacy rights and requests)
e Email: team@richuel.com (for general or product-related questions)

e Mailing Address: Richuel, Inc., 1900 Powell St., Suite 700, Emeryville, CA 94608
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